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The PwC CEO survey, an annual barometer of executive sentiment, provides multiple data 

points that capture the viewpoints of CEOs on important topics impacting their businesses. 

The 27th edition, published on January 15 2024, paints a picture of CEOs navigating through 

economic uncertainties and recalibrating priorities. It also provides key insights that can help 

cybersecurity teams and CISOs understand the direction their organisation is headed in and 

current sentiments on cyber risk. 

In this paper, we highlight 5 metrics from the survey that speak directly to the theme of 

cyber, and their implications for the CISO function. We also share recommendations for 

CISOs to take action based on these insights.

CEOs perceive a heightened sense of urgency in embracing accelerations in mega trends, 

and navigating the disruptive forces of climate change. The survey indicates a growing 

realisation among CEOs that their businesses may no longer be viable within the next 

decade, signaling a need for transformation. For CISOs, this underscores the inevitability 

Metric 1: The reinvention imperative

10 years or less More than 10 years

The reinvention imperative 

appears to be accelerating

Note: Percentages shown for a given year may not total 100 due to rounding.

Question: if your company continues running 
on its current path, for how long do you think 
your business will be economically viable?

  2023

  2024

39%

59%

45%

53%
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Metric 2: External Pressures drive this imperative

Technological 
change

Change in 
customer 

preferences

Government 
regulation

Competitor 
actions

Climate 
change

Supply chain 
instability

Demographic 
shifts

The impetus to reinvent 

is intensifying

Question: Please indicate the extent to which the 
following factors have driven/will drive changes to 
the way your company creates, delivers and captures 
value in the last five years/next three years.

  Last five years     Next three years

Showing only to a ‘large extent’ and ‘to a very large extent’ responses.

46% 42% 42%
32%

22%
31%

19%

56%
49% 47% 38%

30% 27% 27%

CEOs are bracing for increased pressure from external factors, ranging from technological 

advancements to evolving customer preferences and impending regulatory changes. 

Technological changes and government regulations are particularly relevant for security 

organisations.

For CISOs, this metric rings alarms and presents an opportunity. On the technological 

front, it’s crucial to anticipate how innovations like Artificial Intelligence (AI) will impact the 

competitive landscape (more on that later in the paper). Simultaneously, new (and changing) 

regulatory requirements in different facets of the business require an efficient, integrated and 

proactive approach to compliance. Some legislations like NIS2, the Cyber Resilience Act and 

DORA have a major security focus, while others like the DSA, DMA, DAC7 and the AI Act 

have broader business implications, which also mandate security requirements.

of organisational change, where business and operating models may undergo profound 

changes. The key takeaway for security teams is clear: to maintain relevance and 

influence, CISOs should anticipate and prepare for changes within their organisations.
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Security teams should actively engage CEOs and Chief Compliance Officers (CCOs) 

in conversations about impending regulations. The role of CISOs should be to act as 

solution providers, facilitating the understanding of the executives on the expectations 

arising from the different regulations with security requirements, and integrating these 

compliance requirements with their security framework, simplifying the process of 

showing compliance to regulations on security and other domains.

While CEOs have gradually shifted their concerns from macroeconomic issues, the 

survey indicates that cyber threats still loom large in their considerations, with cyber 

risks being the only top concern from 2023 that saw an increase this year. Geopolitical 

conflicts also rank high among CEOs’ concerns, and given the extension of conflicts into 

the realm of cyber warfare, companies now face an elevated level of cyber risk exposure.

Metric 3: Cyber remains a top concern

Over the near term, CEOs 

are feeling less threatened

Question: How exposed do you believe your 
company will be to the following key threats in 
the next 12 months?

  2023     2024

(Showing only ‘highly exposed’ and ‘extremely exposed’ responses)

Inflation Macroeconomic 
volatility

Cyber risks Geopolitical 
conflict

Climate 
change

Health risks Social 
inequality

40%

31%

20%
25%

14% 14%

6%

24% 24%
21% 18%

12% 11%
5%
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From a CISO’s perspective, understanding these changing threat perceptions is crucial. 

It provides an opportunity to collaboratively define the next iteration of the cyber strategy 

for the organisation. Initiating conversations with CEOs about their perceptions of cyber 

risks and aligning on gaps in the organisation’s security posture becomes imperative. 

CISOs must not only provide clear visibility into the cybersecurity status but also 

collaborate with CEOs to proactively address emerging threats.

Metric 4: The AI opportunity

Although generative Al adoption and strategic 

integration has been somewhat limited, CEOs 

anticipate greater impact ahead

Question: To what extent do you agree 
or disagree with the following statements 
about generative Al?

  Disagree     Agree

Last 12 months

Next 12 months

Next three years

51%

26%

18%

32%

58%

70%

48%

30%

18%

19%

31%

48%

69%

68%

Note: Disagree is the sum of ‘slightly disagree,’ ‘moderately disagree’ and ‘strongly disagree’ responses;  
Agree is the sum of ‘slightly agree, ’moderately agree’ and ‘strongly agree’ responses.
Source: PwC’s 27th Annual Global CEO Survey | www.ceosurvey.pwc | © 2024 PwC. All rights reserved.

Generative Al has been adopted across my company

My company has changed its technology  
strategy because of generative Al

Generative Al will improve the quality of my 
company’s products or services

Generative Al will enhance my company’s ability to 
build trust with stakeholders

Generative Al will significantly change the way  
my company creates, delivers and captures value

Generative Al will require most of my  
workforce to develop new skills

Generative Al will increase competitive  
intensity in my industry
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Generative AI is emerging as a transformative force, with CEOs recognising its potential 

to disrupt traditional business models. Expectations include increased competition, 

changes to business models, and the need for new skills within the workforce. For 

CISOs, aligning security strategies with the organisation’s AI adoption journey is 

paramount. Notably, technological shifts are expected to not only intensify competition 

but also necessitate a reinvention of the way businesses operate.

CISOs should actively participate in discussions with Chief Technology Officers (CTOs) 

and other technology-focused executives to understand the organisation’s current stage 

of AI adoption. This will enable security teams to take the appropriate steps. Initiating 

(and continuing) dialogue on securing AI use-cases and facilitating secure adoption 

should be at the forefront of every CISO’s agenda.

Metric 5: CEO Concerns about Generative AI’s Impact on Cyber Risk

When it comes to generative  

Al risks, CEOs are most concerned 

about cybersecurity

Question: To what extent do you agree or disagree 
that generative Al is likely to increase the following in 
your company in the next 12 months?

Cybersecurity risk

Spread of
misinformation

Legal liabilities and  
reputational risks

Bias towards specific groups
of customers or employees

15%

20%

23%

30%

18%

24%

26%

29%

64%

52%

46%

34%

Note: Disagree is the sum of ‘slightly disagree’, ‘moderately disagree’ and ‘strongly disagree’ responses; Agree is the sum of 
‘slightly agree,’ ‘moderately agree’ and ‘strongly agree’ responses. Percentages shown may not total 100 due to rounding. Source: 
PwC’s 27th Annual Global CEO Survey | www.ceosurvey.pwc | © 2024 PwC. All rights reserved.

  Disagree     Neither agree nor disagree     Agree
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A striking revelation from the survey is that CEOs’ biggest concern regarding Generative 

AI is its potential impact on their cyber risk posture. This emphasises the intricate 

relationship between technological advancements and cybersecurity challenges, and 

why cybersecurity should be considered as part of every business change discussion.

CISOs must seize this opportunity to engage with the organisation, gaining insights 

into ongoing AI initiatives. Developing robust security strategies to counter potential 

biases, misinformation, and cyber threats associated with AI adoption becomes a critical 

mandate. This metric underscores the need for security teams to be not just reactive but 

proactive architects of secure technological integration.
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As we decode the CEO sentiments, several key takeaways emerge  
for CISOs and their teams. 

1.   Discuss the findings with your CxOs.  

-   To understand where your company lands on some of the survey results and what 

that could mean for the future plans of the organisation. Take the opportunity to 

discuss anticipated external pressures, technological shifts and possible changes to 

the organisation’s business or operating model.

2.   Initiate conversations on regulations with the CCO: 

-   Analyse applicable security-focused regulations and collaborate with enterprise 

compliance teams on broader regulations to identify requirements towards the 

organisation from a security perspective. 

-   Integrate requirements from each regulation into a security risk and control 

framework (factoring overlaps between requirements from different regulations),  

and identify key initiatives to be executed to meet the identified requirements.  

This will result in reduced implementation (compliance) costs, improved efficiency 

and clarity for the organisation.

-   Establish interfaces with the enterprise compliance program (and framework) 

to ensure that security compliance efforts support the attainment (and proof of 

evidence) of compliance with broader regulations like the DAC7.

3.   Align Security Strategies with AI Adoption:

-   Collaborate with the CTO, CEO and business unit leaders to understand the current 

level of AI adoption within the organisation and planned actions for the future.

-   Identify and communicate security use cases for AI that will improve the 

effectiveness and efficiency of the security organisation.

-   Evolve your security strategy to include measures for mitigation of threats arising as 

a result of AI adoption in the organisation, and advancement of security capabilities 

utilising AI, enabling the organisation to unlock anticipated benefits.  

Key Takeaways for the CISO
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4.   Educate CxO Colleagues:

-   Elevate awareness among CxO colleagues about the pivotal role of cybersecurity in 

business reinvention and digitisation.

-   Highlight proactive measures taken by the security team to address evolving threats 

and contribute to organisational success.

-   Position cybersecurity not just as a protective shield but as an enabler of innovation 

and secure business practices.
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